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Welcome to Save Indian Family

Cyber Crime

*Please remember, these are general guidelines, may differ from case to case.
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Visit Ministry of Home Affairs
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EI Crime committed in Cyber Space or Internet.
Q

Cyber Space or Internet is a notional environment in which
communication over computer networks occurs.

O Various forms of Crime: Use of Social Media (Twitter, Facebook,
Instagram, WhatsApp etc.) to post/send obscene pictures
(morphed or original), Hacking of account on any website, Digital
Signature Certificate creation/use by impersonation, lllegal use of
Internet Banking userid/password to access and transfer of money
etcetera.

O Identification: Message on registered phone or registered e-mail
id stating “an attempt is made to change password of your xxxxxxx
account” or “your Password is updated successfully” , receiving
calls from strangers intending to talk vulgar, alerts on your
registered phone reporting unknown debits in your bank account

etc. etc.

*Please remember, these are general guidelines, may differ from case to case. 3
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d Computers, laptops, comm. devices, internet conn. etc. used for
crime.

O Important Characteristic : Footprints almost impossible to destroy.
Hence, high chance to prove crime in court.

To be reported to nearest Police Station or District Cyber Cell or both.

d In Delhi can be reported online as well through website:
http://www.cybercelldelhi.in/Report.html

O Preliminary enquiry is done by Cyber Cell 10 and based on his
recommendation, SHO of local PS would register FIR.

d Common sections applicable IT ACT, 2000 U/S 66, 66b-E, 71, 73 and
74 and in certain crimes IPC sections too.

O Nothing Can Replace: Pursue your complaint regularly, meet who
you think would help be it ACP, DCP, CP (Write, Write and Write), RTI
make DCP office or PS your second home.

O

*Please remember, these are general guidelines, may differ from case to case.
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0 Boon or Curse: Cyber Crime can be a “Boon” but “Curse” too. YOU
DECIDE.

d Few Examples:

O Estranged spouse posting morphed photos on Social Media
showing other spouse performing obscene act.

O Estranged spouse posting photos of other spouse on Social
Media with phone no. and claiming the spouse “Pimp”.

O Estranged spouse hacking into Income Tax website Account of
other spouse for Income Tax Returns to be submitted as
evidences in CrPC 125 or DV proceedings or both.

O Estranged spouse using internet banking  account
userid/password of other spouse to transfer money to her
accounts.

*Please remember, these are general guidelines, may differ from case to case.
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Dear ST

Your Password is updated successfully and the Transaction ID is“

Resources:

: . This is a system generated e-mail and please do not reply. Add
Twitter Handle: donotreply@incometaxindiaefiling.gov.in to your white list / safe sender list.
@Cy berdost Else, your mailbox filter or ISP (Internet Service Provider) may stop you from

) receiving e-mails.
(Safety Tips by MHA)
[f you have not changed the password and you have received this e-mail, it may

Link: www. vaercrl ME.JOV.IN ' mean that somebody else has changed the password. Please contact 1800 103
NN2R (ar) NRN 27RRNNNDA immediatalys

*Please remember, these are general guidelines, may differ from case to case.



http://www.cybercrime.gov.in/

Thanks You

*Please remember, these are general guidelines, may differ from case to case.
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